
Spotting  
Fakes?



Drivers of being “Fake”

What makes 
an Instagram 
account fake 
and how can 

we predict 
them? 

Number of 
Followers
• 84% chance of an 

account being fake 
if an account has 0 
to 60 followers   

Number of 
Posts
• 93% chance of 

being a fake if 
account has 0 to 2 
posts

Bio Length
• 76% chance an 

account is fake if 
they do not have a 
bio 

Is your 
Instagram 

fake?



Limit engagement with fake 
Instagram accounts!

Giveaways, Investment Promises, Influencer, Catfish

Beef ep 2. 15:48  

Scams on social media
91% engaged
53% lost money 



Overall Fake Rate  49.8% 
• Profile Picture 
• The ratio characters to numbers>25%
• Name also their username 
• Number of posts 
• Number of Followers



• Making predictions on new data 

 

Random Forest 93% Accuracy 



Number of followers is the best predictor of a fake 
Instagram account 

Number of followers 

Username number to letter ratio

Number of posts 

Number of following 

If  account has a profile pic 

Number of following 

Importance 



Interact with accounts that have 3 or more 
followers!
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• Engage with accounts that 
have at least 3 followers

• Note: Scammer accounts  
create other accounts to 
follow each other  

Number of followers 



Accounts with 2 or more posts decrease the 
probability of an account being fake 

• Engage with accounts that 
have at least 2 posts. 
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Number of posts 



3% difference in probability of fake 
account with no bio and 150 characters 
bio
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# Characters in bio 

0 characters 63% 150 characters 66%  



Approximately 20% chance increase probability of being 
fake when 2 accounts have their Name field as their User 
Name as well 

Name is username

Name is not username
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Number of followers



User does not have  Profile Picture 

User has a Profile Picture 

A user with 2 followers and they don’t have a profile 
picture is 3 times more likely to be fake
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Number of followers



An account with a higher chance of being 
fake

49.8% of accounts are fake
 in the data set

99.8% chance this  
account is  fake 

Number to character ratio in username  

= 51 followers

= 50 followers

= 0 posts



49.8% of account  are fake 
in data set  

21.0% chance this  
account is fake 

An account with a lower chance of being 
fake

= 332 followers 
= 2  post 

= 334  they follow 





Key Takeaways to avoid getting 
scammed or spammed  

Accounts with low follower counts, number of posts 
and the number to character username ratio 


